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Solutions and Use Cases

Enterprise-wide Assurance Solution Areas Key Use Cases
out st sesrace Fr—— = Prevent SOD 1. Design Custom Roles without SOD violations
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S st aceate S e Raiias o e > violations 2. Check Access Requests for SOD violations  video
+ Separation of Duties (SOD) + ICFR Certifications Dashboard
+ Setups and Config + Access Reviews & £ra
+ Transactions Certifications Procure to Pay
+ Sensitive Vil * Issues & Incidents "~ Dashboard Owr N it 1 i
P : e Conrolowne Monitor & Report Sensitive (Restricted) Access video
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P e oy e S 4. Monitor & Report Separation of Duties (SOD) video
+ Accounts Recevables Controls e Access
* Human Resources, Payroll Documentation 1 Bashbaerd

+ Consolidations & close Automate User Access Reviews & Certifications video

+ Business Process Controls
+ IT General Controls Fusion IT & Security
+ Standards, processes, risks Dashboard

« Stakeholders & groups
*+ Auto-assignment rules

+ Full data population

+ Entire user access path

+ Simulate impact of changes
* Algorithm execution history
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Monitor Critical Configurations & Transactions:

— External Audit
Dashboard

Engage process owners (Line 1) with daily & continuous assurance

6. IT Superuser Assurance video

7. Procure to Pay Assurance  video

Monitor User

Activity 8. Record to Report Assurance
9. Order to Cash Assurance
One unified system for documentation & data analysis across stakeholders 10. Hire to Retire Assurance  video

Automate ICFR including Cybersecurity and SOD with 100% transaction monitoring

Manage Internal
Controls

1. Document (RCM), Test & Certify Controls

Videos: www.riskcloud.wiki
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IRON MOUNTAIN SNAPSHOT (NYSE: IRWM)

Mountaineers Customers Served Countries Served Facilities

~27,000 240,000+ 60 ~1,400

Global Presence 2023 Revenue Breakdown
~98M Sgq. Ft. | ~731.5M Cubic Ft. Global Physiqgl Volume

Storage ki LA Service

~$5.5B

Member of
S&P 500 Nareit.

A IRON
MOUNTA'N. Note: All figures as of 12/31/23.



OVERVIEW OF OUR BUSINESS UNITS

Global
RIM:

Comprehensive information
management offerings spanning
physical storage, digital
solutions, and
digital storage

IRON

Data
Center

Data Center facilities for
enterprise and hyperscale clients
to protect mission-critical assets
and ensure continued operation

of IT infrastructure

MOUNTAI No "Records and Information Management (RIM); includes physical and digital.

Asset Lifecycle
Management (ALM)

IT asset management solutions
through entire asset lifecycle while
protecting data, optimizing use,
maximizing return on investment, and
minimizing environmental impact

Crozier Fine
Arts

Technical expertise in
handling, installation, and
storing of art
to provide customers
sustainable solutions



Executive Summary

Oracle Cloud
implementation
Jan 2022 - YTD

RMC implemented
by PwC
Feb - Apr 2023

/ ORACLE
CLoup

ORACLE
Risk Management
Cloud

COMPLIANCE

PwC assessments
over role design
Aug 2022

Significant
Deficiency
Nov 2022




Lesson Learned & Results
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Controls deployed by IRM & Dashboards

Top Users with SA Violations

I
i

Top Controls with SA Violations

Top Roles with SOD Violations

SOD/SA Conflicts Overview

RMC Dashboard

126

194,543 13K
Access Viotatons

Access Violations Overtime

* Record to Analyze:
Access / Security controls: 16
Activity Controls: 5
* Procure to Pay:
Access / Security controls: 16
Activity Controls: 30
* Billing & Collections:
Access / Security controls: 10
IT:
Access / Security controls: 6
* Project Management:
Access / Security controls: 2
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e & 4 _— A __ 2R
Six Flags & yay N . -
Entertainment Corporation s, Data below reflects legacy Six Flags only (prior to
merger with Cedar Fair, completed July 1, 2024)

——

$1.4B| 41,000 940 |20.4|5,850

billion employees Rides million acres
revenue 1,450 full-time 140 Coasters | guests of land
(2022) (2022)

Top-Rated Rides

Home to many of the top coasters and rides in North America:

d Parkg

Prime locations « Economic and weather diversity

27 Strategically Locate

La Ronde r Six Flags
Montreal Great Escape Resort
r Tl‘ake George

Humcane Harber "gﬁi'f:‘: 5 Flags New England
e g L slx Flags t ’A&auachuxeﬂs
x Flags Six Flags Great/America I Dorienlake
Dlscov;cryn l:‘l:g:;mo 2 Humcanenarea 1| | Buffalo} 4| Six Flags Great Adventure
& Hurricane Harbor VOTED BEST NEW ATTRACTION BY USA WORLD'’S TALLEST DROP RIDE WORLD'S FIRST LOOPING VIRTUAL

[Chicago
Frontier City G ' rv New York/New Jersey B Al
Hurricane Harbor ! — ry drop at 90 miles per hour REALITY COASTER, 360 DEGREE LOOPS
Concord Pl CLOTr g “ ‘\\ 2015 Best New Attraction
San Francisco XL Hurricane Harbor {Flags America
Okiahoma City, £ Washington DC/Baltimore

Six Flags Magic Mountain) Oklahomg,Cily Six Flags [ 5 £y
& Hurricane Harbor s_qr_@., (R EagWhite Water

Los Angeles Six FlagsjOver,Texas siLouis Catianta) i

& Hurricane]Harbor,

/A Worth] Six Flags/Over,Georgia
r‘ IAtiantal)
Six Flags Fiesta Texas) Hurricane|Harbor

San/Antonid Splashtown
Houston

Six Flags Mexico
Mexico City
r Hurricane Harbor WORI:D’S FASTEST WOODEN COASTER WORLD'S TALLEST AND FASTEST WORLD’S TALLEST SWING CAROUSEL
Oaxtepec World's tallest, fastest and steepest COASTER RIDE
wooden coaster

Oaxtepec



Six Flags Motivation & Business Case

« Enablement of New ERP System & Operating Model
» Executive Support - New CAO
 Centralization of Finance & Accounting
« Ability to monitor & automate internal controls for their Cloud ERP

 Financial Reporting Compliance (FRC) - Deployment of a new Risk & Controls Matrix
(RCM) updated to match the current ERP

» Deployment Targeted Risks w/in Standard SOD Ruleset enabling detective monitorin
« Deployment of a new Risk & Controls Matrix (RCM) updated to match the current E

« Customization/Extension of the Standard Separation of Duties (SOD) ruleset .«
monitoring and mitigation of risks specific to Six Flags

« Role Design & deployment to correct/remediate SOD/SA design issues with out o
box roles
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Six Flags Journey: Governance Process Design

Entertainment Corporation

Implemented Financial Report Compliance (FRC) to digitize and
document their Process, Risk and Controls from the newly
developed Risk & Controls Matrix. WA -""-

The FRC implementation was an agile implementation approach as
Six Flags needed to be educated on what was possible with FRC

Consolidated other tools reporting into Financial Reporting
Compliance

Began using FRC for Section 302 reporting for SOX for Q4 2023



Six Flags Journey: Risk Management Implementation

Entertainment Corporation

Implemented Security/Access Monitoring & Controls
(Separation of Duties policies/Sensitive Access) 26 Access
policies implemented

Deployed Activity Monitoring & Controls including 10
Configuration/Audit & 10 transaction algorithms as
mitigating or compensating controls

Security/Access Controls analyzed security based on Six
Flags Segregation of Duties (SOD) controls, helping them

determine where they should focus first on remediating the
roles or re-designing the roles

A decision was made due to the numerous intra-role conflicts
reported to deploy the HiQuest JumpStart role design
accelerators



Six Flags Journey: Role (Re)Design

« Six Flags had been operating with out of the box roles for several years

« Reduced intra-role SOD incidents by replacing with 68 HiQuest Roles with
accelerators

« Series of workshops with the business, IA and Controller
« To determine role requirements and design deviations

» Based on best practices & Six Flags business requirements

e As a result, Six Flags has had much fewer SOD/SA incidents to manage
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